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FEDERATION SECURITY PROCESS

l. | ntr oduction to the FSP
1. Purpose

The pupose of this Federation Secuity Proces (FSP)document is to suppat integration
of Automated Information Systens (AlS) secuity into the Deense Modeing ard
Simulation Office OMSO) High Level Architecture HLA) Federation Developmert ard
Execution Process (FEDEP). The Department of Defense (DoD) Information Technology
Secuity Certification ard Accredtation Proces (DITSCAP), DoDI 520040, isa DdD
appoved piocess hat stardardizes he secuty Cettificaion ard Accrediation (C&A)
process 6r DoD aubmated information systens. The Natonal Secuiity
Telecanmunications ard Information Systens Secuiity Committee (NISTISSC) has
developed NSTSSINo. 1000,the Natonal Information Assurance Certification ard
Accredtation Process NIACAP) for national level efforts. The DITSCAP/NIACAP has
beensekcted as le piocess ¢ be used wienappying ard integrating appicalde
information secuity measues nto the FEDEP.

This document only applies to federation development that must conform to the United
States Naional or Defense level instructions. All creabrs o federations stould cansider
secuity concems of their respecive owners. Good secuity ard development pracices
should go hand-in-hand. The processes in the FSP, FEDEP and DITSCAP/NIACAP
docunments ae al modifiade to alow differing developmert styles suchas gpid

prototyping.

The integration of secuity into the FEDEP stould be considered the rorm, rather thanthe
excepion. Mappng DITSCAP requirements ard processesnto the HLA FEDEP was te
basis for development of the FSP. The FSP is aguide to integrating timely resolution of
information security requirements and functional implementations into the life cycle
process 6 federation development. It provides afamewark for efforts involved n the
pracice d information secuity, suchas sk nmanagemnent, secuity ergineeing, ard
determination of levels of assuance. The focus d the FSP is the pioducion of a
federation that contains suficiert secuity feaures an functions to alow the federation to
operate secudy.

The gal of this docunment isto map carespanding phases ath actvities d the DITSCAP
into the FEDEP. Eventhoughthe FEDEP autlines sane secuity concems to be
addessed whendeeloping a ‘secuie federation’, it doesnot provide he level of detll
that is needed @ erale federations o meetthe requirements for secuity C&A. The
FEDEP does ot take into accaint federation seculity for federations that are rot
desgnated ‘secure federations’. This FSP does cansider secuity for al federations ard
should be used ér al federation developmert, whether secue or not. There ae alvays
secuity concems for systens, evenwhenthey are urclassiied. The DITSCAP aralysisis
used b deermine the level of cettificaion required by the federation. Unclassiied anl
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classiied ederations require secuity measues b be docunented aml implemented tesed
on the aralysis of systemrequirements. The FSP treat al federations alke ard is
tailorable for al possible federation security requirements.

Security C&A ensures that systems are built that minimize the threats and vulnerabilit ies
to a managealbe level; to attain the lowestpaossble risk; ard mnimize he threator
vulnerability. The DITSCAP ensures that confidentiality, integrity, availability and
accauntabilit y of the AI'S have been considered.

The FSP senves b make ane awae d phasesn the DITSCAP that correspand to steps @
the FEDEP. It is the responsibilit y of the federation team and the Security Engineer to
follow the DITSCAP phasesto dewelop a $rong secuity posture duing the federation
developmert ard execuion process. Therefore, the federation teammustgain an
understanding of the appicalde DITSCAP phases ath actvities that correspand to the
FEDEP steps. In addtion, the federation teammust consider the issues bpetsonnel roles
ard the cetificaion level. Addressihg secuity requirements ard involving keyplayers
ealy in the life cycle d systemdeinition ard development minimizes he tasks equired to
facilit ate security C& A of federations. The federation team needsto consider where
personnel roles deined in the DITSCAP suppat the FEDEP ard what level of
cettification is being puisued. Refr to the DITSCAP Applicaion Marnual, DoDI
520040-M, for a deermination of the level of cetificaton required by a ystemard for a
description of the personnel roles and their functions. The determination of the
cettification level helps © idertify the appopriate level of effort, focus he C&A aralysis
and testing, ddfine the kills needed to perform the analysis/testing and dedfine the
docunentation required.

This FSP was witten for those involved wih HLA federations creaed usig the FEDEP.
They should be familiar with the HLA FEDEP and be aware of security concerns
regarding the development of HLA federations. Security personnel should be familiar
with the DITSCAP Instruction ard Applicaions Manual listed in the Reérences sedbn of
this document.

2. Scope

The Federation Secuiity Process $to be used ly al federation teammembers ard cantains
information that alows the secuity architecture to be created n conjunction with the
federation it suppats. It isnot meart to provide gecfic detils about the ecuity C&A
processyatherisit intended o indicate the type d secuity acions necessarto creae
ard maeintain the secuity posture, ard the dacunmentation which is to be produced at
appopriate pants in the federation defnition, desgn, development, integration ard
execuion processes.The piocess desdoed in this document is intended b provide a
framewark in which to addess he secuity aspec o federations, with a gal of secuity
C&A. The information in this docunment represerts suggesions of applcalle pracices
not requirements. The FSP ercompasses hhsped o systemdevelopmert while
integrating secuity requirements in the systens dojective defnition step aml cantinuing
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the secuity process hroughto a successf secuity accedtation ard appoval to operate
for anoperational system

3. Document Organization

This docurrent relates the DITSCAP phases ath tasks b the FEDEP Seps. Knowledge
of the FEDEP is assumed. This document was written to assist the developers in security
matters ard dces rot proscribe sdutions, it only provides a ecanmended andadized)
process o follow.

Further information is available by readng the referenced daumentation contained in
Apperdix A. Howcharts of eachphase ag cantained in Apperdix B to assst in
understanding the DITSCAP. Roles and responsibilit ies of DITSCAP players are listed in
Appendix D. A sample SSAA is contained in Appendix F.
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Il. Processes Imnolved
4. FEDEP

The HLA provides a setf rules, aninterface speéication, ard anobject model template
(OMT) to assst disparate smulations, modds, ard/or live systens in seantess ntegration
into one ervironmernt. The proces that suppats this integration is deined in the FEDEP.
The FEDEP shows uses, systemmanagers, federation implementers, dat aralysts, efc.,
the stps nvolved n the integration processfrom conceptto post-execuion aralyss.
While it has digtinctly HLA languagein it, it really represents the best practices for putting
together a dstributed smulation. The FEDEP canbe tailored to the spedic federation
development and execution to which it is being applied.

The FEDEP is desgned © be a 6step piocess ér development of a ederation. This
process $ stown in Fgure 1. Eachof the skeps las numerous assoiated tasks. These
tasks ae detiled in the HLA FEDEP Model docurrentation. Likewise,the FSP canbe
tailored to the spedic federation developmert ard execuion to which it is being appied.
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Figure 1: FEDERATION DEVELOPMENT AND EXECUTION PROCESS

Regardless of the reason for individud systems (simulations, modds, live-systems) to
come together, the factthat they caneadly integrate with one arother into one federation
usng the HLA providesa brge aml powerful tool in the nodeing ard smulation
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inventory. As familiarity with the HLA increases, its gpplication, and the systems that
come together to suppat the appicaion increa®. Asthe \ariety of integrated ystens
increasesthe diferences b be overcome increase.

One mgor difference to overcomeis that of differing levels of security. While it is
possble that all the integrated stens have the sane secuity level ard require the sane
level of protecton, it is equaly possble that they do not. The reed b ersure protection
of the dat ard systerns that have beenintegrated exsts. In addtion, the ways in which
secuity canbe appled to the integration process sbuld be available o, ard urderstood
by, al members o the federation team

5. DITSCAP

In muchthe sare waythat the FEDEP is a canmon, gereralized wayto view the
integration of dispaate systens into a searess enironmen, the DITSCAP is a sardad
method used ¢ provide secuty C&A of information technology systens. The DoD
Chief Information Oficer (CIO) Guidance and Policy &forandum No0.6-8510 sates
thatthe DITSCAP is “The stardard DoD appoachfor idertifying information secuity
requirements, providing security solutions, and managing information system security
activities”. Like the FEDEP, the DITSCAP is tailorable, ard cyclical, ard geaed bward
success.An Applicaion Marual for appying the DITSCAP accanpanes the DITSCAP
Instruction. Fgure 2 slows a highlevel represemation of the DITSCAP.
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Figure 2: DEPARTMENT OF DEFENSE INFORMATION TECHNOLOGY SECURITY
CERTIFICAT ION AND ACCREDITATION PROCESS
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The DITSCAP requires the pioducton of a S/stem Secuiity Authorizaion Agreenert
(SSAA) that has the following characternistics:

Descibes the goerating ervironmert ard threat

Descibes the systemsecuity architecture.

Establishes the C&A boundary of the systemto be secuity accedted.

Docunents the formal agreenen anong the Desgnated Approving Authority

(DAA), Cettificaton Authority (Cettifier), userrepresenative, ard program

manager.

e Docunents requirements recessay for secuity accedtation.

e Docunents secuty criteria for use hroughout the Information System(1S) life
cycle.

e Minimizes documentation requirements by consolidating applicable information
into the SSAA (secuity pdicy, conceptof operations, architecture desdiption,
etc.).

e Docunents the DITSCAP plan

e Docunents test plars arl procedues, cettification resuks, ard residualrisk.

e Forms the kaselne secuity configuration docunent.

The SSAA is a ving dacument of federation secuity posture ard cantains al information
related to the security of the federation being described.

The DITSCAP is suldivided nto phases anh tasks assoated wih eachphase. A
summay of the tasks is included in Appendix E. The DITSCAP Application Manud
contains a nore defaled desciption of eachtask. These ésks ae rumbered using the
phase mimber followed ty a typhenard thenthe sequetia task rumber within the
DITSCAP phase {.e. Task 11 is Phase 1 Bsk 1) At the cawclusion of eachtask, a
portion of the SSAA is completed (or updaed) or anacion is required before proceeding
to subsequent tasks.

6. FSP

The FSP descibes a secuty managenent process lhat is archored n both the HLA
FEDEP ard the DITSCAP. The FSP provides guilarce for the userto:

¢ |dertify federation developmert ard secuity professonal paticiparts ard
responsibilit ies.

¢ |dertify the DAA or their authorized epresemative.

¢ |dertify the Cetifier ard their role in the C&A process.

e Determine the canponert paitts d the SSAA.

This guidarce drects the dewlopmert of the federation sothat secuity canbe appled ard
monitored throughout the sulsequem phases bthe DITSCAP. The spedic gudarce
idertified alove kelongs © Phase lof the DITSCAP ard ale useda start the secuity
planning and implementation processes. The guidance provided by this process will assist
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in defning secuity requirements for federations ard alow the secuity armalysts to provide
ary secuity mechansms required. The piocess des rot provide sadutions, it isonly a
process used to ddine and mitigate security vulnerabilit ies.

The FSP products are pioduced athe appopriate ime in the dexlopment process,not as
anatterthough or sconer thanfeasble. By following the FSP, the federation canbe ready
for the secuity C&A process bBfore the actial execuion of the federation.

This FSP is desgned or al members o the federation team It contains information to
allow the secuty architecture to be creatd n conjunction with the federate or federation
it suppats. It is not meart to provide ecfic detils of the sculity C&A proces; rather
isit intended b indicate the type d secuity acions required ard ary docunentation that
canbe produced atachof the shges 6 the FEDEP. The information in this document
represens applcalde pracices.

To be usetll ard vialde, a secuty process mst be merged nto the piocess 6 forming
ard execuing a ederation. The integration of secuity into the FEDEP should be
considered the rorm, rather thanthe excepion. In addtion, al aspect d secuity should
be addessed ashe federation development process poceeds. Overaying the seps d the
DITSCAP on the FEDEP, as slown in Figure 3, provides a fghlevel overview o the
FSP.

The dyjective d the FSP isto make the secuity processesneeds.ard cancems, an
integral patt of federation development. This alows the idertificaion, evaluaion ard
elimination of security concerns as early as possible in the federation development and
execution process, while it is Hill r elatively simple to do so. The general principles that
form the FSP are:

¢ Information secuity conceps must be appled to the federation development
process o ersure that sersitive dat is protected.

e The piocess st be integrated wih the tasks d the FEDEP to alow secuity
issues to be resolved in atimely manner.

e The degynard dewelopmert of the secuity mechansms, sagguads, ard
procedues usedn the execuion ervironment are the resuk of the secuity
ergineeing actvities o the erire process.

e Allow the reuse d productsin the FEDEP.

As seenin Fgure 1,the FEDEP consists of six mgjor steps wiile the DITSCAP consists
of four mgjor phases. The four phases dthe DITSCAP have beenspread wer the sk
steps d the FEDEP, as slown in Table 1,to creak the FSP steps equired to implement
security in HLA federations.
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FSP STEP FEDEP STEP DIT SCAP PHASE
1. OBJECTIVESREQUIREMENTS 1. OBJECTIVES DEFINITION 1. DEFINITION
DEFINITION
2. CONCEPTUAL MODEL 2. CONCEPTUAL MODEL 1. DEFINITION

DEVELOPMENT AND CONTINUED
SECURITY DEFINITION

DEVELOPMENT

3. FEDERATION DESIGN AND

3. FEDERATION DESIGN

2. VERIFICATION (OF

SECURITY VERIFICATION SECURITY)
4. FEDERATION DEVELOPMENT 4. FEDERATION 2. VERIFICATION (OF
AND CONTINUED SECURITY DEVELOPMENT SECURITY)

VERIFICATION

5. FEDERATION INTEGRATION
AND TEST; SECURITY VALIDATION

5. FEDERATION
INTEGRATION AND TEST

3. VALIDATION (OF
SECURITY)

6. EXECUTE AND PREPARE
RESULTS; POST(SECURITY)
ACCREDITATION

6. EXECUTE AND PREPARE
RESULTS

4. POST(SECURITY)
ACCREDITATION

Table 1: FSP STEPS -MAPPING FEDEP STEPS TO DIT SCAP PHASES

Specfic information atlout these stps,tasks assoated wih eachstep, ard secuity
architecture creaton ard suppat canbe found in subsequen sectons of this FSP aul in
documents cantained in the references se¢bn at the erd of this docunent.

7. Tailoring

Tailoring is the process 6 exanining eachstep am deermining the extent to which it is
neededn the process. Tailoring examines te ciitical issues amh decsions recessar to
provide he appopriate level of effort required to perform the secuity C&A. Likewise,
talloring optimizes the activities to meke the most of the available resources, diminating
tasks that do not add valueto the process or ultimate product. Unnecessary tasks add

addtional costs and debys to the federation developmert proces.

Like the FEDEP ard DITSCAP, the FSP covers the ertire developmert ard operational
process,from defnition throughretirement, ard is tailorable. The anount ard sce o
FSP work to be accamplished is different for a cdlocated ederation with no external
connections vice a gegraphicaly distributed federation. Like the FEDEP ard DITSCAP,
the FSP s not linear. It is possble o re-enter the FSP, as n the FEDEP ard DITSCAP, if
steps reed b be repeatd a added. Whenre-entering the FSP, the piocess liow must be
followed. The FSP steps ae aganzed n a stuctured nanner to be followed n the

documented ader.
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Figure 3: FEDERATION SECURITY PROCESS

8. FSP Current Technobgy Trends

Current techmology allows the federation to operate atsystemhigh, ushg a Menorandum
of Agreenert as te pimary vehicle for secuity ageeneris betweeneach
federate/fedention. Requiring al federates within a federation to operate ata paticular
secuity level canplace addional burdenon same or most of the federates. Typicaly, if a
federate operates aitside the level of the federation, the kurdenof coming to the sane
level becames the kurdenof the federate, either by adqoting the level of the federation, or
usng aone-way or possibly two-way guard. This current capabilit y should not dissuade
the federation from completely working throughthe FSP. Justas ecmology is charging,
sotoo are the secuty requirements o the federates arl their componerts. In addtion, as
the federation developmert proceedsnew requirements a constraints nay be reveakd
which make a single security level impractical; or a mutiple level security federation
unnecessar. The secuity needs mstbe exanined as cafully as he techology needs ¢

ersure that resources ae piopeilly used ad that the desied outcome d the federation
execuion is achevable.
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n.  FSP Seps

9. FSP 6 Sep Process

The FSP steps lave beenmatched up D exsting sieps h the FEDEP sothat federation
dewelopers caneadly follow the piocess. The DITSCAP phases bve beenoveraid on the
FEDEP to provide the recessar secuity mechansms for federation developmen ard
execuion. The following sectons are included b provide managernent ard de\elopers
with ddailed information pertaining to the DITSCAP incluson in the FEDEP.

9.1 FSP Step 1 - ObjectivesRequir ements Definition

The first step d the FSP is Ohectve/Requrements Defnition. This step ncludes he
FEDEP Step 1 ad the DITSCAP Phase 1. (Phase 1 & the DITSCAP continues hrough
FSP Sep 2 ad is assaiated wih FEDEP Sep 2) Activities assoated wih FSP Sep 1
are very smilar between the FEDEP and DITSCAP as described below. Refer to the
appopriate appedices br addtional information ard detils.

The first step d the FEDEP is the deinition of federation objectves lased m the
idertified reeds 6the federation. The federation spansar produces a eeds sdtenenr,
which canvary in contert ard format. The nore information that the federation spasar
canprovide alout the reasa for this federation, constraints urderwhich it must operate,
ard the desied result of the product, the nore successfl ard simple the succeedy seps
canbe. Asthe federation teammoves throughthis step, the dojeciives lecane more
concrete.

Phase 1 6the DITSCAP (Definition) is for idertifying the msson need br the federation
and for documenting the functions that the federationis to perform, identification of the
systemervironmert ard architecture, idertificaton of threass, defnition of the level of
effort, ard ary known secuity requirements am constraints. In addtion, ard pehaps
most important, it idertifies anl begins the dalog betweenthe secuity represematives.
During this dialog, aninitial assessert of the secuity C&A process $ made am ageed
on.

The dalog betweenthe secuity represemiatives canbegin once he secuity paints of
contactare essblished. Since tisis eaty in the federation developmert, not al of the
paticipants may be involved, or even identified. However, it is likely that the sponsor has
a secuy point of contactwho is involved am who may have knowledge d secuity
constraints that must be satisfied. The sponsor identifies a DAA who is willin g and able to
coordinate the secuity acivities d al the paticiparts, ard who canmake tecmical ard
programmaic decerminations when security issues arise. This pe'son must be in a position
to have direct influence on the IS facilit y and equipment. Any facility or equipment not
directy impacked ty the DAA is considered anexernal interface ad requires sepaate
secuity C&A. The DAA idertifies he ageny or individualwho is respasible for
secuity accedtation (Certifier).
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As the FSP proceedsjt may be necessarto explore a enge d options to sdve the
security issues that arise. The practice of open dialog has a pasitive impact on the abilit y
to successflly resdve the issueshat arise in a manner that is accepable to both the
dewelopmert sde d the federation teamard the cuity sde. In addtion, the
examination of solutions to security issues may contribute to resolving some of the general
issues of the federation. In dl cases, it is important to mantain arecord of the important
aspect d the dalog, espeally whendecsions ae reacted. All docunmentation is
important for a \ariety of reasms (reuse,legacy, re-visitation of issuesegfc.) ard isto be
included n the SSAA as appopriate.

The spasar mustdocumnent the nmissbn needs ¢r requirements). This docurment canbe
used b begin the DITSCAP at Task 1-1. Other material is reviewed n this phase @ the
FSP, if it is available. These naterials caninclude sgtemspediicaions, busihess case,
architecture daunments, desgn docunents, usermanualk, operating procedues, network
diagrams, configuration managenent docurents, threataralysis ard federa ard
organizational Information Assurance (IA) security instructions and pdlicies. As with the
FEDEP, the nore detil that canbe provided,the easr succeedig seps wil be. For the
secuity processit is desred that the following information appeaiin the msson needs
statenert:

Federation mission capabilit ies and function

Desred interfaces ad daa flows assoiated wih the interfaces
Information to be processed

Opemtiona orgarizaton suppated aml providing ponsorship

Intended germating ervironmert

Opemtiona threat

Expeced ederation lifecycle

Federation usercharacteristics

Opemtiona ervironmert of ary preexsting canponerts of the federation
Classiicaion of the daato be trarsferred ard cdlected

Federation misson ard function provide the overall basis for the dscussn betweenthe
federation sponsor, federation developers, and security personnel involved in the security
accedtation of the federation. It isimperative that the secuity peisonnel involved keep
the utimate needs 6 the federation spasar in mind as deaions ae nede. There may be
times where the reeds 6 the federation spansar camot be met with curent technology.
By keeping the mission needsin mind and mantaining an open dialog between dl parties,
these aeas carbe deat with as edyy in the process as sble ard modifications canbe
made b the federation needs wihout compromising the secuity objectives d the
federation.

Eachorgarizaton joining the federation ard/or benefiting from the federation has the
potential to bring a dfferent secuity concem to the dscusson. It isimportant to keep dl
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the pdentia secuity needs ad cancems in clearview o al paticiparts ard to idertify as
early as passible dl potential showstoppes.

The chssiicaion of the actial dat to be trarsferred is idertified. Constraints atmut the
level of datto be trarsferred ard cdlected ae idertified. Ore important issue ¢ be
considered b that of data aggegaton; the aggegaton of the dat canbe classiied hgher
thanthe individualdata componerts. During federation execuion ard dat aralysis (FSP
Step 6) it is likely that there is a remerdous anount of dat located n one phce. Mary
secuity concems certer around what canbe delived from the dat instead ¢ what is
contained in the dat. As ealy as pasble in the defnition phases dataggegaton should
be considered sothat appiopriate secuity mechansms canbe implemented.

Ore ssue hat affects the type d secuity accediation given ard the wayin which the
secuity accedtation tests ae to be conducted, is the expeckd Ife cycle d the federation.
The federation secuity posture nust be maintained trroughout the erire execuion life.
This is the diference ketweenaccedting a fderation for a \eriety of execuions ard
accedting a paticular federation execufon for secuity. Contributing to this decsion is
the chssiicaion of the datato be trarsferred ard the federation user

The federation dewelopmert teammust refine the reeds saterrert into a setof more
concrete objectives. Typically, this bringsin additional members of the federation
dewelopmert team Thisis the idealtime to conduct the Regstration tasks assoated wih
Phase 1 6the DITSCAP. Task 12 cals for prepaation of the systemard functional
desciption, included as 8cion 1 of the SSAA, from the dauments reviewed n Task 1-
1. Asthe missbn need saterrert is trarsformed into the nore concrete objectives,the
level at which the federation is expeced b operate kecanes ckaer. This appoach
determines he mnimal secuity requirements recessar to secue the federation. In
addtion, as he federation becames nore stalle, what is actualy considered n secuity
C&A becomes more gable.

Task 1-3 asigns roles ard begins the dalog betweenthe federation dewelopers ard the
spasars secuity team(or the spamsar and secuity represematives from pre-4dertified
federates). ldertificaion of the secuity represematives ard idertificaion of the DAA for
the federation is critical to the successfahe piocess. While it is cetainly possble
proceed m both the FEDEP ard FSP, it is risky to the successfdhe secuty C&A
process © continue wihout these deginated pesonnel. The secuity knowledgealbe
individuak from the federates involved, the spansar, ard the secuity Cetifier have the
know-how to assst in merging the techical needs 6 the federation with the secuty
technology available. These individuak have the krowledge b understand how the
operational ervironmert is threaered. They need b work in close caoperation with the
federation ard federate developers as nembers o the sane team The FSP proceeds rare
snoothly if al decsions ae preseied to al members d the team for eachindividual can
contribute a unque pespecive besed m their area d expettise.
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The DITSCAP ddines pasonnel roles, their associated responsibilit y and tasks to be
accamplished by personnel in eachrole. The roles in the DITSCAP are dentified duing
Task 1-3. The rolesto be pefformed in the FSP nay be pefformed by one individual
many individuds, or one individud may perform mutiple roles. Asis often the case in
secuity, there may be a techical person who is wel versed n the secuity needs 6 the
federate he/she is represening, in which casethere may not be a reed br a sepaate
security representative. In that case, the federate representative assumes the responsibilit y
of relaying important information betweenthe secuity represenmative ard/or DAA of the
federate, ard the ather federation members, so that they may be keptup © dat on
decsions, ard may verify decsions that were made.

The DITSCAP gererates a dalog betweenthe information system program manager,
DAA, Cettifier, ard userrepresemative ard resuks in anageenert on secuity issues.
These individuak resolve ciitical schedule, budget secuity, functionality, ard
performance ssues.The SSAA isused ¢ guide aml docurmrent the resulks d their
decsions arl the e)peced mpacton the C&A process. The dojective isto use he SSAA
to estblish anewlving, yet binding, agreenern on the level of secuity required before the
systemdewelopment begins or charges b a sytemare nade. The SSAA is used
throughout the ertire systemlife cycle o guide acions, document decsions, spedy 1A
requirements, document certification tailoring and level of effort, identify possible
solutions, and mantain operational systems security.

The ageenerts to be docunmented n the SSAA are cardinated with al of the appicalde
federation development teammembers. The federation teamincludes he represematives
outlined in both the FEDEP ard DITSCAP. The SSAA plays the sane role in the FSP as
it does n the DITSCAP. After secuity accediation, the SSAA becames the kaselne
secuity configuration docurrent.

The FEDEP pesonnel requirements canvary greaty depeuling on the sope d the
federation applcation ard the cetification level of protecton. Inthe case bfederation
dewelopmert, highly integrated eans canposed d sewera individuak may be needed @
perform asngle role in alarge, complex federation, while a single individud may perform
multiple roles in smaller applications. Examples of the types of roles individuds can
asume during the FEDEP include:

Federation user/sponsor

Federation manager

Techndogists

Secuiity aralysts

Verificaton, validaton, ard accedtation (VV& A) aralysts
Functional area eyerts

Federation desgrers

Execuion plamers

Federation integrators

Federation operators
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e [Federate representatives
e Dataamalysts

Some roles (e.g., operators) are unique b a shgle acivity in the federation dewelopment
processwhile others are nore pewvasive throughout the process €.9., federation
manager).

The FEDEP ard the DITSCAP have roles that are represemed in both processes.Herce,
in the FSP, the federation developmert teammembers agee o how to integrate the roles
in the DITSCAP into the roles that are represened in the FEDEP. Theses oles ae
discussed blow.

The keyroles in the DITSCAP are the program manager, DAA, Cetifier, ard user
represemative. Additional roles may be added ¢ increase lte integrity ard objecivity of
C&A decsonsin suppat of the gystembusness cag a mission. For exanple, the
Information Systems Security Officer (ISSO usudly peforms akey role in the
maintenance d the secuity posture ater secuity accedtation. The DITSCAP appioach
allows you to adaptthe DITSCAP rles into their respecive argarizatona managenent
structure o best manage he risks b their missbn throughout the IS life cycle: system
dewelopmert, operation, maintenance, ard dispcsal.

The DITSCAP ddines specific roles to be assigned and the responsibilit ies associated with
eachof these oles as dllows:

Program Manager- The piogram manager represens the interests o the system
throughout its life cycle (@cqusition or maintenance, life cycle scledules,funding
responsibilit ies, system operations, peformance, and mantenance). The organization the
program manager represens is deermined ty the ptase in the life cycle d the system

Desgnated Approval Authority (DAA) - The DAA is usualy a seior operationa
manager with the authority and abilit y to evaluate the mission, busness case, and
budgetry needsfor the s/stemin view o the cuity risks. The DAA mug have the
autority to oversee te kudgetard IS goerations of systens under his’her purview. The
DAA deermines wihat is anaccepdble level of residualrisk ard appoves te system
operation.

Certifying Authority (Certifier) - The Cetifier (and cetificaion tean) provides he
techical expettise to conductthe cetificaion throughthe systerris life cycle based m the
security requirements documented in the SSAA. The Certifier determines the level of
residualrisk ard mekes a seciutly accedtation recanmendation to the DAA.

User Represerative - The gperationa interests o the systenrs uses ae vested n the
userrepresenative. Inthe DITSCAP, the userrepresemative is concemed with system
availabilit y, accessintegrity, functionality, ard peformance n addtion to confidertiality
as they relate to the system mission.
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Speciic tasks assoated wih eachof the DITSCAP roles ae defned in the DITSCAP
phases.

The Scuity Engineeris anintegral pat of the devlopment process. This peison is
involved in development from initial system ddinition throughthe execution sep. The
Secuiity Engineerasssts the Frogram Maneger ard DAA in resdving secuity issues.The
Secuiity Engineerersures that applcalde secuity mecharisms are implemented arml
secuiity related dacunentation is developed h the federation systens development
process. The Scuity Engineeris also respmsible for interfacing with the user
representative and the programming staffs to ensure that security ddails are covered in the
desgn of eachfederate within the federation.

Dialog is animportant pat of both the FEDEP ard the DITSCAP ard, consequetily, the
FSP. It has dten beenstated hat the nost difficult part of bringing ary federation
together is the cutural aspec; geting individuabk to communicate is often more difficult
thanthe techical challenges @ the pioblem. That is cettainly true duing federation
dewelopmert, whenal individuak are focused o the techical sdutions. Now, there is
arother voice addedd the equabn — ard that voice nmay not be techical in nature. The
newestaddtion is that of secue dewelopmert ard operation of the federation. The
technical members o the federation involved n the requirements deinition step nust be
willin g to listen to the security concerns and technical solutions to optimally design their
requirements for a federation that canbe secuity cettified aml accedied. This dialog
occurs in both directions; the security voice must be willin g to contribute, as well as listen.

The appopriate secuity requirements, needs ad mecharisms canmost correcty be
determined ly those pesons respansible (data ovners) for the tecmical information to be
excharged {.e., those wip canassesds value aml threat aganst it).

It is important to redlize that the intent of the FSP is not to build an incredibly large team.
It is worth reiterating atthis paint (and atewery step wihin this process)that one
individud may perform one or more functions, or many individuds may be necessary to
adequaely perform one function. The roles an individud may take can cross disciplines; a
federate represemative may be wel versed n the secuity needs 6 his federation, while a
data owner may have to rely on other individuds for complete security information.

Often, it is the security of the mission and its' requirements that is mast complex vice the
missbn needs o objecives.

Task 14 isused b defne the systemenvironment ard pdential threas. The system
environment includes facilit y security, physical security, administrative security, pesonnel
secuity, COMSEC requirements, TEMPEST requirements, prevertive maintenance aml
secuity training. This information is used ¢ creat SSAA Section 2.

In Task 15, the secuity represematives involved cantribute towards dertifying ard
understanding the secuty padlicies to be erforced. These diectives anl requirements can
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come from a veriety of interests: national, local, sewvice,agery, data owners, etc. A tool
wasdeeloped hat providesanaubmated method of produchg a Requirements
Traceallity Matrix (RTM). This tool is available on the Internet to .gov and .mil sites.
See he RTM Users Gude fr a Ink to this applcaton ard operating instructions. Ornce
agan, geting the krowledgealte individuak involved n the requirements defnition sep
helps b ersure that these wileranging cancems are idertified. SSAA Secton 4 is
produced b docunment systemsecuity requirements.

As docunments ae dewloped adl information is preseied, they stould be gahered sothat
reuse caroccur, and lessas leaned ard decsions canbe capured. The DITSCAP
idertifies he SSAA as he degynated repository for thisinformation. The FSP adots this
idea; and considersiit avirtud folder into which al information can be captured. It is the
responsibilit y of the federation lead to keep this folder current. The SSAA is aliving
docunent that is maintained © reflectthe status d the poject This document recads he
agreenen of the keyplayers in the FEDEP on the gaals ard level of effort articipated in
the pioject The secuity detils of the ewlving projectard the resuks d the aralyses
updae the SSAA. The fcuity accediation packages formed ly the recanmendaion,
the suppating documentation ard the updagd SSAA. Based on the irit of the
DITSCAP, separate new documents need not be produced if this information is
documrented etewtere.

At this phase, arother key agpectof the SSAA is the ife-cycle sippat plan As with all
plars, thisis a iving document, updaed asthe federation progresses. Howewer, evenat
the strt of federation developmert, the secuity team as t is currently composed, works
with the spmsar, ard userif posshble, to prepae a sectuty planwhich ercompasses éal
phasesof the federation — from current development work, through breakdavn ard
dissdution of the federation. The phnersures that ary acceped federation secuity risk
would not worsenard to alow for erhancenrerts in the secuity of the federation, if
required.

A measue d the value d the SSAA canbe seenwhenone cansiders that at this stage @
the FEDEP, the federation membership is far from complete or certain. Therefore, it is
imperative that all decsions ke captred, sothat if the membershp of the federation
charges,al information of the curent state d the federation secuity posture is available
for al membersin anurbiased pesnation. The SSAA is updaed wherever necesary.
One rule of thumb is that no information should be left out. It isimpossible to predict
what the later sages of the federation development require in terms of the history of
decsions that were made. In addtion, the SSAA, as sated peviously, is a pat of the
secuity accedtation package amit may be necessar for the DAA to reseach the
cumrent secuity posture d the federation. All of the reseach for the C&A process sbuld
be alde to be done directly from the SSAA. The DAA, Cettifier, userrepreseative ard
program manager cantailor the caitert of the SSAA.
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9.2 FSP Step 2 - Conceptual Modd Development and Continued Security
Definition

In the FEDEP, the secad sep s for concepual model development, which consists of the
interrelated tasks d concepual aralysis ard scemrio developmert. These ésks ked df
one arother, eachbeing used o refine the aher. Concepual aralysis considers the
problem space ath deelops the cacepual represemation of the federation objecives aul
congtraints. The Federation Concepual Model (FCM) is the creaion of FEDEP
concepual aralysis, which trarsforms objecives nto functional ard behavioral
characterigtics. It uses lte federation scerarno to idertify objects, relationshps, behaviors,
ard agorithmic relationships ketweenobjects

Scerario deelopment considers the gperational constraints defned in the dojectives
statement. During scenario development, capabilit ies, behavior, and relationships between
ertities ae defned. Scerario deelopment considers the FCM as a nears to provide an
objectbased ew d the realworld damain. The pioduct from this FEDEP acivity is the
Federation Scerario Specficaion (FSS).

It is during this step d the FEDEP, that the dialog betweenthe secuity represenatives o
the federates ard federation ard the techical represenatives o the federates has
tremendous payoffs. The registration sep of the DITSCAP is ill o ccurring here, as the
techical represematives ae caming together, same for the first time. A cleaer picture o
the \irtual operational ervironmert for the federation is being defned as he detils of the
concepual aralysis ard scemrio developmert are warked aut. Also, a tetter defnition of
the reeds 6 the federates (posshly indicating a ctarge b membershp) is occuring.
Choices are being made, which are dictated by the operational performance, feasibilit y,
affordabilit y, and sponsor/user preferences. These choices bring with them their own risks
ard must be carefully consdered n the overall secuity posture d the federation.

Onre aspectf both the FCM and the FSS(s) to consider is that of the chssiicaton of
these ierrs. They are likely to have usetilness pasthe dssdution of the federation. Just
as he sceario developmen efforts amd cancepual aralysis efforts diaw an repaositories,
suchas he Modeing ard Smulation Resaurce Repsitory (MSRR) ard Functional
Desciption of the Missbn Space FDMS), it is likely that products creaed bor a
federation will be placed in the sane or smilar repositories. In such a case, careful
consideration is given to the seéction of ertries aml their operations. This may lead b a
data aggegaton problem, where it is not what canbe deermined fom the ertries
thenmseles, but what canbe assurad from the enire package.Secuiity decsions suchas
these,which are depedert on operational considerations rather thanthe seuitivity of
speciic dah being processedare o be docunmented n the federation secuity pdicy ard
secuity conceptof operations, to be included n the SSAA.

Task 16 cals for the prepaation of SSAA Secion 3 whch is the System Architecture

Description that includes a ddfinition of the system hardware, software, firmware,
interfaces,daia flows ard the secuty accedtation boundary. The secuity accedtation
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boundaly covers all systens that interface wih the federation to peform the functions
defined in the Functional Desciption ard that the DAA has auhority over.

Section 5 of the SSAA is creaed duing Task 1-7 which idertifies te argarizations ard
individuak involved n the C&A proces. In addtion, it deines ary resourcesand training
requirements that are recessay for secuity of the federation.

The DITSCAP has four levels of certification to provide the flexibilit y for gppropriate
assurance wihin schedule ard budgetlimitations. The DITSCAP certification tasks are
performed atone o these bur levels of cettificaion. To deermine the appopriate level
of cettificaion, the Cetifier aralyzes he systens kusiness tinctions, national, DoD, ard
agercy secuity requirements, criticalty of the systemto the argarizaions misson,
software products, computer infragructure, data procesed by the gy/stem ard typesof
users. Consdering this information, the Certifier determines the degree of confidentiality,
integrity, availabilit y, and accaintabilit y required for the system. Based on this analysis,
the Cetifier recanmends a ceification level. The deermination of the cetificaton level
idertifies te appopriate level of effort, where o focus he C&A aralysis ard testing, the
skills needed to peform the analysis and the suppating docunmentation. The g/stembeing
cettified cauld range from a simple stard-alone pesonal computer to a brge dat certer,
or command ard cantrol system It could be a smple LAN in a vault or a closs-courtry
distributed wide aea retwork. Throughout the C&A process phases ath actvities
remain the sane for ary of these sgtens, the level of aralysisis tailored to the system
The four levels of cettificaion are idertified n Table 2.

Level Certification Level Description
Minimum Security Level 1 requires completion of the minimum-security
1 ChecHist checklist. The system user or anindependent certifier may
complete the checklist.
Minimum Analysis Level 2 requires completion of the minimum-security
2 ! . e )
checklist and indegpendent certification aralysis.
3 Detailed Analysis Levd 3 requires ampletion of the minimum-security
checklist and a mae in-depth, independent aralysis.
4 Extensive Analysis Levd 4 requires aompletion of the minimum-security
checklist and the maost extensive independent aralysis.

Table 2: C&A CERTIFICAT ION LEVEL

The DITSCAP provides the ability to calculate the certification level of a federation usng
weighted \alues asgined © characteristics d the federation. These @ues ae totaled to
produce a nmber that canfall within a range d cettification levels. This process$
detaled in section C3.4.8.2.1 of the DITSCAP Application Manud and is paformed in
Task 1-8.
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Certification Level | Weight
Leve 1 If the total o the weighing factors are < 16.
Leve 2 If the total o the weighing factors are 12 - 32.
Leve 3 If the total o the weighing factors are 24 - 44.
Leve 4 If the tatal of the weighing factors are 38 - 50.

Table 3: CERTIFICAT ION LEVEL WEIGHTS

The Cetifier deermines wiich level to cetify the systembased m the system
characteristics and total weight values. Certification levels overlap and it is the
responsibilit y of the Certifier to determine a which level the certification is to be done.
See he “Sanple Federations” in Apperdix C for a canplete explaration of the weghing
factors.

The SSAA is asembled ard canpleted in draft form (Task 1-9) for deivery to the DAA,
Certifier, Prayram Manage and user representative for review. The draft SSAA
edablishes a reference for discussions duting negotiation.

The final three Bsks,idertified as lhe ‘Negdiation' process Tasks 110 through 1-12),
includethe Cetification Requirements Revew (CRR), ageenert on the level of effort
ard scledule for the C&A acivities. This process cacludes wih the appoval of the
Phas 1 SSA by the four principal proponerts of the SSAA (Tak 1-12).

As the dialog betweenthe federation teammembers (including secuity represematives)
deepes, negotiation takes pace,eralding ageenerts in both the secuty level ard the
technical aspect o be reaclked. Any issues with are rot resdved, either in this step, or
in others, are likely to cause mblemsin the secuity C&A. At this paint, the secuity
represemieatives ae albe to indicate rew tecmologies hat have a paitive impacton these
unresdved Bsues athin what situaions they are appoved fr use. Often, benefits
accued fom use @ a rew technology outweigh the programmatic ard techological risks
added by relying on it. However, it is only if all parties are fully aware of the issues which
causedhis choice, the backgiound, ard the desied erd resuk that aninformed, proper
decsion canbe made r the federation.

During negotiation, the SSAA is reviewed br completeness anl curency. At this paint it
is likely that the SSAA contains information suchas MOAs, a caceptof operations,
federate secuity pdlicies, suveys d exsting secuity techologies,ard rationale for
secuiity decsions. In addtion, during negotiation, the FSP &iloring is updagd, the
secuity level is setard the cetification requirements ae diafted. (These ae to be added
to the relevant sectons of the SSAA.) A keyelenen of sekcting the secuity level is the
agreement on common need-to-know and releasabilit y requirements for daato be shared
anong the federates. This does ot meanthat the secuty level ard C&A requirements
ard plars ae deermined aml castin stone. Rater, it isto ersure that al federates
understand the federation secuity requirements canpletely ard that these ae propery
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capured in the SSAA. Since t is posshle that the federation is being built from the
bottom up, it is easer to ersure that the cdlecton of federates seécied have secuity
processes ahtechology that meetthe federation secuity level needs. For those
federates whch are being campaosed for this federation, techology canbe appled ard
takenadwantage d, to the cdlecive benefit of the federation.

Secuity C&A isonly one pat of a federation trarsition to operation ard suppat. In
patticular, The DITSCAP deines secuty cetificaion as te “comprehersive,
indepenlert assessert of techical ard non-techical secuity feaures audl other
sakguads d a [fedention] to estblish the exent to which a paticular [fedeate] meet a
setof spediied secuty requirements for its use ad ervironmert.” Secuiity accediation
as deiihed by the DITSCAP is the “formal secuity dechration by a DAA that a
[fedemtion] is appoved b operate in a paticular environment usig a pescibed setof
sakguads, ard is strongly based o the residud secuity risks idertified dumg
certification. The DAA has the formal responsibilit y of authorizing security relevant
operation of the system” Itens which may be addtionally developed duing this step, ard
possbly used asnput to the C&A are the secuity objectives anl requirements, secuity
asurance phrs, threataralyses secuity related desgn information, life-cycle suppat
plars, risk assessemt, ard appicalle secuity profiles o the idertified ederates. Whether
or not these tens ae dewloped & a decsion of the federation secuity team Typicaly,
these ndividuak may be composed d federation teammembers wio also have techical
positions ard canmake aneaty deermination as © how muchinformation is needed dr a
complete security C&A program. It isimportant to remember that the security risk to a
federation does rot remain constant over time, espeally if persistent federates ae keing
reused. Since t is charging, the DAA remains actvely involved @ther directy or through
some appanted federation member) during the ertire federation life cycle.

9.3 FSP Step 3 -Federation Desgn and Secuity Verification

By udng/reusng the previoudy deweloped FCM ard FSS,the nembership of the
federation is more firmly established. It is likely that some federates were identified early
in the FEDEP. Indeed,these edy members ae what eralded the secuity process ¢ be
given agtrong boost. However, now that the entities and their behaviors and relationships
are estblished ard the dojectives ae urderstood, the nembershp is confirmed. In
addtion, al members \erify that they canpeiform the wak expeced d themard that al
necessayr functionality is covered.

Equaly important as he federate tecmical functionality, is that of secuity functionality.
The security posture that the federate bringsto the federation, or is willin g to assume
based on its membership in the federation, must be understood by al members of the
federation developmert teamard accepad by al. New members’ secuity represematives
canreview the information in the SSAA to becane acquaited with the Hstory of the
curent state d the secuty needs 6 the federation. Renmember that the SSAA is a lving
document. As the federation desgn acivity continues the SSAA is updaed with the
architecture o the federation, network connecivity information, integration ard use
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off-the-shelf products, desgns from software ard hardware modificatons, ard arything
else hat affects the federates a the federation.

Phase 2 6the DITSCAP (Verificaion) canstart. Phase 2 bgins with a refinement of the
SSAA, continues with federation development and completes with an initial certification
aralysis ard resuls aralysis. The pupose d this phase & the DITSCAP isto verify that
the information contained in the SSAA complies with the federation as degned anl
deweloped,to aralyze te life cycle managenent processto vaidate secuity
requirements, to creae test plars, to creae test procedues,and to assesshe
vulnerahilities aganst the countermeasures. The Minimal Security Activity Checklist is a
stardardized quesbnnaire usedad ersure that amalysis of deweloped poducts is consistent
and complete. This checklist is contained in Appendix 2 of the DITSCAP Application
Manual ard is used hroughout DITSCAP Phases 2hirough4. The checkist is broken
down into sectons to be accamplished duiing eachof the tasks n these plses.

Federation desgn is arother acivity that benefits from the cbse dalog betweenthe
techical represenmatives, federation developmert team and the secuity represematives.
As the federation is molded, madifications may need to be madeto the federates
thenmseles. Sometimes, these modificaions may invalidate the curent secuity
accedtation which eachindividualfederate brings © the federation. The secuity
represematives canhelp the techical represematives idertify these cases drcanhelp
sekctakernatives whch may not be as daraging to the secuity accedtation, if
alternatives exst. Likewise,the secuty represemative is alde to appioximate the anount
of work involved n reaccedting the nodified ederation. In addtion, since hisis now a
functional team other technical ard secuity represematives nay have alternatives rot
thought of by the federate representatives.

It is important to remember that eventhoughthis docunent speaks bsecuity decsions
sepaately, secuity of the federation is anintegral patt of the overall federation desgn
(there is one degjn for the federation). The secuity teammakes a @ualde contribution
to that desgn. Eachfederate is respamsible for a paticular aspeciof the federation ard
eachfederate is respasible for a paticular aspeciof the secuity of the federation.

Federation desgn also producesa madnap to federation developmert ard integration.
Part of this roadmap includes the vulnerabilit y analysis and risk assessment for the C& A
process. The federation is reviewed ad campared agaist the information ard
documentation in the SSAA. This review deermines if the federation is on-track for a
successfl C&A. It idertifies where dacunentation is incomplete, out of dat, or does rot
match the intended geration of the federation. The review ako ersures that anoverall
security level is determined which is consistent with the objectives that were initially
idertified for the federation ard ervironmert in which the federation is executed.
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9.4 FSP Step 4 — Federation Development and Continued Security Verification

Step 4 d the FEDEP is that of federation developmert. During federation developmert,
the Federation Ohect Model (FOM) is creaked. The canplication for federations is that
the FOM must be effecive, without compromising the piotecion of the information being
processed.It may be possble o reuse oth anexsting FOM, either in whole a in pat, as
wel as he exsting FOM secuity information. Howewer, it must be reviewed or cumrency
ard passhble appicaion of new technologies hat may not have beenavailable whenthe
original itemwas ceaed a used. Regadless d the nmethodology used ¢ creak the
FOM, it is imperative to remember that dat that becanes pat of the FOM is freely
accessile o al members o the federation (as perthe HLA rules). The secuity level of
the federation as spedéied n the SSAA is reviewed wih thisin mind. The federation
secuity level accaunts for the dojectives anl cantert of the overall FOM, the efects o
reuse d existing SOMs ard FOMs, data aggegaton, ard aralysis data creaed anl
callected. If a given federate contains dat with restrictions that are rot within the
secuity level of the federation, addtional secuity techhology is enployed b mitigate
vulnerahilit ies in the security posture. For the present, the recommended gpproach is for
access aatrol of that data to be exercised ly mechansms within that federate. Future
appioactes nay enploy tecmology, suchas a éderate guad to mitigate risks.

The final check n this step s to confirm that the usemeeds,objectives anl requirements
canbe met most effecively by the closendesgn. Any stortfalls in this match are
idertified aml ether corrected a noted (if secuity related, in the SSAA) before moving
on to the rext step. All of this documentation, espeally in the SSAA, provides he input
to the formal secuity C&A process 6 the rext FSP step.

The DITSCAP Initial Cettificaion Analysis is now readyto be accamplished. This phase
(Tasks 21 ard 2-2) verifies hat the previously stated achitecture, sdtware, hardware
ard firmware aralysis complies with the federate/fedention as deeloped. Analysis
summary reports are generated.

The ewaluation of the retwork interfaces $ accanplished in Task 2-3. This evaluaion is
to deermine whether connections to other networks a systens camply with network ard
overall systemsecuity padlicies.

The integration of sdtware, hardware ard firmware must comply with the systemsecuity
architecture. The integrity of dl integrated produds must be mantained. Task 2-4
evaluates the integration ard integrity of federations.

Life Cycle Management analysis evaluaes the abilit y of Configuration Management (CM)
to preseve the integrity of the idertified secuty-relevant sdtware ard hardware. A
report is gererated summarizing the findingsaspat of Task 2-5.

Task 26 requires the Cetifier to prepae written secuity validaion procedues b be used
in FSP Step 5 DITSCAP Phase 3) These pocedues nclude est plars ard procedues.
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A review d the secuty requirements alows the Cetifier to configure the Minimum
Secuiity Checkist to meetthe cetification level ageed upa in previous seps.

A vulnerabilit y assessment is peformed a this time. Task 2-7 evaluaes the security
vulnerabilities with regard to confidentiality, integrity, availability, and accaintability. It
ersures that the defned threat ae assoiated wih a caintermeasue that is appopriate o
the level of risk assoiated wih the federation. Resuls o al Phase 2 &sks ae canpiled,
documented n the SSAA, ard aralyzed ly the Cetifier.

9.5 FSP Step 5 -Federation Integration and Test; Secuity Validation

Execution planning is the first activity in this gep. This activity defines and developsthe
full set of information required to suppat the federation execuion. Muchof the
suppating information is found in the Federation Execuion Plamers Workbook (FEPW).
In additionto ths workbook, members of the federation development team plan for the
integration and testing of the federation, sothat the executon of the federation can
proceed wih minimal inciderts. Indeed,this plaming should have beenoccuring al
along. The daunmentation creaked anl cdlected hus fr plays animportant role in
determining the amount and type of integration testing which is to occur to assure
seantess Bderation execuion in a secue mode.

There canbe a remerdous overap betweenthe testing which needs ® be done to assue
that the federation execuion canoccurwithout incidert ard the testing which needs ¢ be
done to suppat a paitive secuity accediation decsion, which is required prior to
execuion of a federation. The paming for the testing involves al members d the team
since snall modificatons canhave large papffsin the ug o the same test to suppat both
areas.

For secuity cetificaion, eMderce s preened that suppats the federation as
constructed, complies with the established security requirements, and ill satisfies the
misson needs. It compares te ashuilt federation to the dacumentation to ersure that ary
secuity devations, excepions, or issuesare idertified aml have plars ard timelines seto
resdve them This eviderce & preseted in the SSAA ard in the resuks o ary
cettification tests which are required to suppat a paitive secuiity accediation decsion.
In addtion, the cetificaion may point to addtions a modification to federation life-cycle
suppat plars, or federation operating procedues Often, shortfalls that are idertified
because bthe cetificaion test and review canbe covered by charges n procedues,
instead d charges n the degyn of the federation. Howewer, to propelly make that
decsion, the Cetifier relies an recanmendations provided ly the federation secuity team
If this teamhas keenfully involved n the federation developmert, these deaions ae easy
to make. If they have not been it is likely that the decsions ae rot easy ard may have
greaker impactthanis necessay.

Since he SSAA contert is the lesis for making the C&A decsion, it is important that it be
reviewed b ersure that the dacunentation suppats the waythe federation is constructed
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ard tested. The C&A decsion consists of both the assessent of the feaures d the
federation ard the formal decsion that the federation canoperate in a given ervironmert,
for a spedied kngth of time, aganst a paticular threatervironment, in a spedied
configuration. The anount of testing ard aralysis to be done that contributes to the C&A
decision is documented and included in the SSAA. This can include (but is not limited to):

Secuiity Policy

Pendration Testing

TEMPEST ard RedBlack Testing
COMSEC Compliance

System Manaegement Analysis

Site Suney(s)

Contingency Planning Anaysis
Risk Maragement Analysis
Configuration Audit

Configuration Management Plan

Once the testing ard aralysisis defned, it is conducied. Inthe FEDEP, there ae three
levels of testing: compliance testing, integration testing and federation testing. The FSP
addssecurity certification testing to thslist. The FEDEP testing is intended to kring dl
the federation patticiparts into a unfying, logical operating ervironmert ard to test that
the federates caninteroperate to the degee equired to acheve federation objecives.
Same or al of these tests canbe used © suppat the cetification evaluaton. These tests
canbe scaéd D the type d federation or federation execuion being accedied fr
security. In additionto the functional testing and user testing of the federation, the
secuiity accedtation proces requires data cdlecion to suppat the accedtation
decsion. Justas he testing canoverap in usetilness, it is likely that dat used ér one
purpose canbe used r arother.

Testing is one pat of the cetification amalysis. An examination of the suppating
docunmentation ard plars was caducted in Task 1-1. This verified hat secuity plars ard
contingercies ae defned. As previously stated,a cltarge n plars a procedues nay be
all that is required to correcta shortfall idertified dung the cetification testing.
Howewer, this modificaion is to be made n the cattext of the overall plars o the
federation, not in a vacuum The charge © the procedues nay be simple but may lead b
arother stortfall. The decsion on how to correcta shortfall must be carefully considered,
as he piocedue clarge nay be more costly in the erd thana desyn charge n the
federation.

The Scuity Test and Evaluaion (ST&E) is used ¢ vaidate the carectintegration of
secuity measues b protectthe systemard that the systemfunctions as degined aml is
implemented n accadarce wih the secuity pdicies. Whena sytemis dewveloped br
deployment to mutiple locations (identical systems, software, protections and processes),
a secuty type accedtation may be desrable. If the systemis gaing to be type
accedted, a Cetificaton Test ard Evaluaion (CT&E) should occur at the cetral
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integration and test facility. Software and hardware security tests of commaon system
componerts at multiple sites ae ot recanmended. At the canclusion of the type
accedtation CT&E, the test resuls, Cettifier’s recanmendaion, ard the type
accediation are dacumented n the SSAA. This SSAA is thensert with the sdtware ard
hardware suie to eachsite where the IS isto be installed. The ste need ot repeatthe
baselne test conducted by the type accedtation effort. Howewer, the systeminstallation
ard secuity configuration is tested ateachoperationa site in the stes’ ST&E which
becames patt of the (new) SSAA. This testing is conducied aspat of Task 3-1.

Penetration testing is done as pat of Task 3-2 to assess the federations’ ability to
withstard intentional atempts to circumvent secuity feaures ty exploiting tecmical
security vulnerabilit ies.

Tasks 33 ard 34 validak that the ste mees TEMPEST, RED-BLACK ard COMSEC
requirements. If COMSEC is required, a security validaion is done to ensure that NSA
appioved pocedues ae in place br key managenent.

The systemmanagenent process $ aralyzed b determine if systemsecuity managenent
procedues ae in place,operationa ard efecive in Task 35.

A site secuity accedtation suwvey is accanplished to validate that the ste is operating in
conformance wih the secuty requirements recessay to operate the federate/federntion in
that ervironment, ard that no unaccepéble risks b the information being processed ast
(Tak 3-6).

The catingercy, backup ad the cantinuity of servicesplars are e\aluated in Task 3-7 to
ersure they are cansistent with operational ard secuity requirements, ard that they
provide a easmale level of continued gerations if everts occurthat prevert normal
operations.

A risk managenent review (Task 38) is accanplished before recanmending secuity
accedtation, whether positive or negaive. Thisreview aralyzes he overall system
security design to deiermine if countermeasures are adequate to limit the probabilit y of
loss @ the mpactof loss s reduced b anaccepsble level.

The autcome d the testing is used © suppat the gdno-go decsion of the federation
spasar, as wel as b dewelop the recanmendaion to the DAA, for a gdno-go decsion
from the respansible secuity proponert. Recal that a pasitive decsion is required before
execuing the federation with the realdat. This decsion canacualy take ane d three
forms:

1) Full secuity accediation appioval, including a secuity re-cettificaion/re-
accedtation timeline amd gudarce.
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2) Interim appoval to operate, idertifying seps hat need b be completed before full
secuity accedtation, ard ary controls required to be in place b compersat for
ary increasedisk in the interim.

3) Secuiity accedtation disappoval, including recanmendations ard timelines br
correcing spedied deiciercies.

The cetificaion indicates tat the Cetifier concludes bat the federation saisfies the
techical requirements as spefied ty the appicalle secuity pdicies am regulations ard
whether or not the federation mees the secuity ageenerts. Once hat is obtained, the
Cettifier recanmends b the DAA that the federation be secuity accedied © operate.
Typicaly, the secuity accedtation is of a spedic federation, or federation execuion,
within spediic operationa constraints, using spedic procedues duing operation ard
mantenance; dl of which is included in the SSAA. It may be passible to obtain amore
gereric secuity accedtation; howewer, it is articipated that the gperational
considerations have to be stated r al casesn which the federation is to be execued.
Any operation which falls outside these cases wiid not be authorized umlerthe secuity
accedtation decsion grarted. This last step kefore execuion may make ckarthe reed
for new requirements or revisions in the federation design.

9.6 FSP Step 6 - Execue and Prepare Reslts; Post (Security) Accreditation

If a pasitive secuity accedtation decsion has beenreacled, step sk of the FEDEP
begins with the actial execuion of the federation. All federation paticiparts are row
operating as arintegrated wtole to gererate the required measues d merit ard thus
achieve the staited tderation objecives. At this paint, the FSP isin a sate o monitoring
ard maintenance. While the execuion is occuring, the secuity peisonnel at the federates,
ard for the federation, ersute that the execuion remains within the ounds d the secuity
accedtation. This monitoring cantinues uil the federation is removed from sewice a
the federation execuion is completed ard the dat is propetly dispcsed d or secued.
Secuiity is now a pat of the rormal operation of the federation.

Often there is a setof individuak (probably at leastone perfederate) that is respansible for
ensuring that the security level of their paticular federate is mantained. Usudly, this
occurs through monitoring the execuion. This setof individuak is awae o the aher
factors that contributed to the pcsitive secuity accedtation decsion, suchas nandatory
secuity training ard gperational secuity procedues. In these pocedues,it is likely that
the secuty level of the pele that interact with the federation is spediied anl that the
ernvironment in which the federate (or federation, depeinling on calocation) operates &
speciied. These pocedues sate the roles that they occupy the training required, ard the
manner in which they interact with the federate and the federation. If anything falls
outside the sated pocedues,the respasible secuity individuak are to be notified. It is
usudly helpful for the responsible security individud to specify, either verbally, or in
writing, a stort checkist for all federate players to use b maintain the reeded secity
level of the federate or federation. This individud should be readily available and mé&e it
easyfor the federate or federation to operate, as wel as nake it easyard non-threaenng
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to report problems that may jeopardize he secue execuion of the federation or invalidate
the secuty accediation decsion.

One essential element of this activity in the FSP is that of configuration management. CM
procedues wee idertified n Task 1-1. All charges b the federation, the sceario or ary
other suppating information or federates are nonitored ard cantrolled regardless of the
secuity level of the federation. Eachcharge tas a paential secuity impactard needs ¢
be monitored by the federation executon staff ard the respasible federate secuity
individual These individuak are respansible for deermining if, ard how, the clharge
affects the secuity posture d the federate ard/or federation. Eachcharge requires
appoval. The secuity represematives neke recanmendaions based a their insights into
the federation. If they have been involved in the development of the federation from the
beginning, the abilit y to assess the impact, if any, is made easier and with more clarity. In
addtion, if animpactis determined, they may be alde to find aternative ways to
implement the sane charge hat may make re-accedtation of the secuity easér. All
charges,decsions, ard rationale behind the decsions ae to be docunmented n the SSAA.

The uses ae likewise respasible for ersuring the federation execuion is conducted
within the bounds d the secuity accedtation ard as hey have beeninstructed. The
length of time for which the secuity accedtation is in effect may causelte uses o the
federation to attend perodic briefings aml discussins alout the secuity needs agred o
in the SSAA. It isexpeckd that the secuity accedtation decsion took into accaunt
operational ard physical secuity factors ar it is expectd hat these ules ae followed.
Participarts are respansible for alerting the secuity peisonnel when samething is
discovered hat is believed to be outside the bounds d the secuity accediation. The
bounds d the secuity accedtation, operating guidelnes,training requirements, etc. can
be found in the SSAA.

Secuiity guideines br dissdving the federation may also need b be spediied arml
followed. The cuity pdicy, deweloped n the federation desgn task ard refined in the
federation developmert task, deines the cuity ssfeguads and the handling restrictions
that are plced o the cdlected daé, based m its degynated sesitivity. The pdicy
covers not only the piocess 6r handling the dag, but also the piocedues br downgrading
the semitivity of that data whenappopriate. These dounents canbe found in the SSAA.
Eachfederate must be awae o secuity concems. Any federation spediic hardware,
software or daa (items which do not belong to any paticular federate) need to ke
dispased d or propelly trarsferred accading to guidarce setforth in the secuity pdlicy.

Phase 4 6the DITSCAP covers systemoperations, secuity operations ard secuity
compliance \alidaion tasks hat may directthe secuity teamto repeattasks fom previous
phases bthe DITSCAP (FSP). These &sks ae detiled in the DITSCAP Applications
Manual ard refer the secuity teamto appopriate tasks depeding on the level of secuity
validaton required to bring the federate or federation back b a secuty accedted shte.
Whenary charges ae required to the federate (or federation), a rearalysis of secuity
mechanismsis undertaken to assure that no additional vulnerabilities are introduced and
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that the SSAA reflects ary charges b the systembaselne. These clrges caroccurin
the systemmissbn, threat operating ervironmert, secuity architecture a ary operating
procedues. If a systemrequires revalidation of secuity ater the spedied ime peiiod or
major charges ae pamed for the systens, thenthe DITSCAP must be restarted at Phase
1.

Task 4-1 is execued wherever a clarge s required to the SSAA as desdbed alove.
These chrges ae sulmitted to the secuty personnel for review ard appoval. After
completion of this task, the piocess catinues ad a ee\aluaion is necessay for physical,
personnel and management controls, TEMPEST and COMSEC compliance. This
ree\aluaton occurs in Tasks 4-2 through 4-4.

Contingercy Plan maintenance s accanplished in Task 45. Contingercy plars ae
reviewed b ersure that they are curent ard provide rea®nale continuity of 1S suppart.

Configuration Manegenent (Task 46) is assessedtdeermine whether the accepd level
of residud risk is being mantained.

Task 4-7 is a review d the overall systemsecuity desgn, architecture ard other SSAA
requirements to ensure the level of risk has not changed.

The secuity Compliance Valdation task (Task 48) cals for a repeatof applcalde tasks

found in Phases 2 ath3. The DITSCAP spediies a nmimum secuity acivity checkist
that is conduded as pat of this task.
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IV. Conclusion

Common pracice bdayfor applcation of secuity processestegardless d the reed o
application, is to dday as long as possible. While it is possible to secure a federation usng
this method, it is very difficult ard canbe needéssly costly. The FEDEP provides an
opportunity to change curent practice. By integrating the secuity processiito the seps
of the FEDEP ard opering the dalog betweenthe usefsponsor, the techical
representatives, and the security personnel, the abilit y to succesdiilly secuity accedi the
federation, with optimal use @ resources,is a \ery achevable erdpant. Since he secuity
personnel are involved n the tecical decsions, ard vice \ersa, secuity tecmology ard
needs care integrated amost seanessly into the federation ard provide for a snoother
federation life-cycle, with higher levels of protection for the federation ard its products.

The processesepreseited in this FSP are recanmended. Asin the FEDEP ard
DITSCAP, it isup © the uses (in this case he federation members) to deermine the best
course d acion for them An important recanmendation, howewer, is the ealy
integration of the secuity knowledge,requirements am canstraints into the federation
developmert process. This represets the best wayto effectively meetthe gaal of secuity
C&A of the federation.
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APPENDIX B - DITSCAP PHASES FLOWCHARTS

Activities Inputs

Task

Business Case or
Mission Need,

Threat SystemsDocs,
Requiremerts, dc.

! No

Preparation - Registration > Negotiation Agreenert ?
v v v
1. Review 2. Prepare mission description and 10. Certificaion Requiremerts
documentation system dertification Review
3. Register system 11. Agree onlevd of effort
4. Describe environment & threat andschedue Phase 2,

Phas 1

5. Describe system achitecture

6. Determine curity requirements
7. 1D organizations& resources

8. Tail or DITSCAP and Work Flan
9. Draft SSAA

Verification

12. Approve Phase 1 SSAA

Phase 2

Produds
5. Life Cycle Management
Analysis

6. Security Requremerts
Vadidation Procedures
7. Vulnerability Evaluation

" SSAA from Phase 1,
b= Systens docunerts,
153 Configuration cortrol
plars et.
Life-cycle activity (1 ton)
Revise Rearalyze
No
A 4
8
Z Sysems Initial
k=t Activities - > Certification
< Integration Analysis
or Development
v
1. System Architecture Analysis
2. Software Design Analysis
[ 3. Network Connection Rule
'@ Compliance
= 4. Integrity Analysis of Integrated

Phase 3 \alidation

5/15/2001

Page 34 ob4




2 SSAA from Phese
I3 2,
£ )

Test procedures

and site information
g Cartification
2 Evaluation of
3 Integrated

System
v

1. Security Test & Evauation
2. Penetration Testing

Develop
Recommendation

Accreditation
Granted?

© 3. TEMPEST and RED-BLACK Evaludion
E 4. COMSEC Campliance Evaluation
5. System Management Analysis
6. Ste Accreditation Evaluation
7. Coningency Plan Evaluation
8. Risk Managemer Review
Phase 4 Post
Accredtation
Phase 3
2
2 SSAA from Phese3,
= Test procedures,
and site information
No
h 4
Change
System Validation Requested
Operations Required ? or
Reguired?
8
S )
5 Security
< Operations
M Compliance
1. SSAA Maintenance validation Yes
2. Physical, Personnel &
Management Control Review
3. TEMPEST Evaluation
» 4. COMSEC Bvaluation
¥ 5 Cantingency Plan Maintenance
= 6. Configuration Management )
7. System Secuity Management
8. Risk Managemer Review 1. Ste and Physical Security Validation Phase 1, Definition
2. Security Procedures Validation
3. System Changes and Related Impact Validation
4. System Architecure ard System Interfaces Validation
Ph a% 4 5. Management Procedures Validation
6. Risk Dedisions Validation
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APPENDIX C — SAMPLE FEDERATIONS

Sanple Level 1 Federation

This sample illustrates a federation operating with no interfaces ipterface node = kenign)
in a dedtated nmode pocessng sesitive anly dat (information caegay = semitive) with
eachuserhaving a \alid secuity cleaiarce or al information within the system
(processing mode = dediated). Some processig, storage @ daia caries a eed b
attribute it to users or processes. The mission is patially dependant (mission-reliance =
pattial) on the spedic operation, dat, infrastucture or system The systemmust be
available in a reasonable amount of time (availabilit y = reasonable) to avoid operational
impack. The degee d integrity is irrelevant (integiity = not applcalle) as b operationa
impacts.

Sanple Level 2 Federation

This sample illustrates a federation operating with indirect interaction (receve only from
sersors) to other systens (interface node = passe). The federation runs in systemhigh
mode (processng mode = sgtemhigh) with eachuserhaving a \alid secuity clealarce
for dl information and a need-to-know for some of this information. All or dmost al of
the piocessng, trarsnisson, storage @ dat caries he reed b attribute it to uses o
processes (attribution mode = comprehensive). The mission is partially dependant
(missbn reliance = patial) on the goeration, dat, infrastucture or systemard must be
available in a reasonable amount of time to avoid operational impacts (availability =
reasmale). The degee d integrity isirrelevant to the goerational impacs (integity =
not appicalde). The systemoperates atthe Top Secret level (information caiegay = Top
Secret).

Sanple Level 3 Federation

This sample illustrates a federation actively interfacing (interface node = acive) with
other systens over the SPRNET , operating atsystemhigh (processing mode = sgtem
high) ard processng dat atthe Top Secret (information caegay = Top Secret) level.
All or dmost al data must be attributed to a user or process (attribution mode =
comprehensive). This federation mission is totally dependant on the operation, déata,
infrastucture or system(misson-reliance = ttal). The systemmust be available as son
as possible to avoid operational impacts (availability = ASAP). The degree of integrity
must be approximate in order to avoid operational impacts (integrity = approximate).

Sanple Level 4 Federation

This sample illustrates a federation actively interfacing with the SIPRNET and NIPRNET
(interface node = acive), operating in a nulti-level mode (rocessing mode = nulti-level)
ard processng Top Secret (information caegay = Top Secret) dai. All or aimost al
data must be attributed © a useror process étribution mode = canprehensive). The
mission is totdly dependent onthe operation, data, infrastructure or system (missiorn-
reliance = total). The system must be available on demand (availabilit y = immediately) to
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prevert operational impacs. The degee d integrity must be exact (integiity = exacf) to
awid operational impacs.

Using the table kelow (from the DITSCAP Applicaion Marual) we cancatulate the total
weights o al characteristics d the federation under development to deermine the level of

cettification required.

Characteristic Alter natives and Weights Weight

Interfacing Mode Benign (w=0), Passive (w=2), Active (w=6)

Processing Mode Dedicated (w=1), System High (w=2), Canpatmented
(w=>5), Multilevel (w=8)

Attribution Mode None (w=0), Rudimentary (w=1), Selected (w=3)
Comprehensve (w=6)

Mission-Reliance None (w=0), Cursory (w=1), Partial (w=3),
Total (w=7)

Availablity Reasnale (w=1), Soon (w=2), ASAP (w=4)
Immediate (w=7)

Integrity Not-applicade (w=0), Approximate (w=3),
Exad (w=6)

Information Cateyaries | Unclassified (w=1), Sensitive (w=2), Confidential (w=3),
Secret (w=5), Top Secret (w=6), Campartmented/Special
Access Qassfied (w=8)

Total of all weights

Table 4: CERTIFICAT ION LEVEL CHARACT ERISTICS

mr mr- mr- mr-

22 g2 22| 29

QD QD QD Q@

D 2N 2w 2
Characteristic g o o o

> =} > =}
Interfacing Mode 0 2 6 6
Processng Mode 1 2 2 8
Attribution Mode 3 6 6 6
Mission-Reliance 3 3 7 7
Availablity 1 1 4 7
Integrity 0 0 3 6
Informatian Catgyaries 2 6 6 6
Total weight 11 20 34 46

Table 5: SAMPLE SYSTEMS CALCULATED CERTIFICAT ION LEVELS
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APPENDIX D — DITSCAP ROLES AND RESPONSIBILITIES

Mgmt. Roles Secuity Roles User Roles
Phase Program Manage DAA Certifier Usa Rep.
Phas 1 Initiate security Define « Begin vulnerakblity Suppat DITSCAP
dialoguewith accreditation and risk tailoring ard level
DAA, Catifier, requirements assesIrents of effort
and user Obtain threat + Review threat determination
representative assessent definition Define operational
Define system Assign the e Lead DTSCAP needsin terms of
schedule and Cetifier tailoring misson
budge Suppat DITSCAP |« Determine leve of Identify
Suppat DITSCAP tailoring certification effort vulneralhilitie s to
tailoring ard level Approvethe SSAA | « Desaibe mission
of effort certification team Define operational
determination rolesard resource
Define system responsibilities congtraints
architecure o Draft SSAA
Prepare Life Cycle
Management Plans
Define security
architecure
Phase 2 Develop system o Suppat « Condud Prepare scurity
system certification certification Rules of Behavior
madifications adivities adivities (ROB) and
Suppat o Assess Standard
certification vulneralhilities Operating
adivities ¢ Report resultsto Procedures (SOP)
Review the program Suppat
certification results manager, DAA, certification
Revisesystem as and user adions
neecd representative
Resolve scuity « Deermineif
discrepancies system is ready for
certification
« Upddethe SSAA
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Mgmt. Roles Secuity Roles User Roles
Phase Program Manage DAA Certifier Use Rep.
Phase 3 Suppat Assess « Condud Suppat

certification vulneralilities ard certification certification efforts
adivities residud risk adivities Implement and
Provide IS acces Decideto accredt, |« Evaluatesecurity maintain SOP ad
for ST&E IATO, o terminate requirements ROB
Provide system system operations compliance Review
corrections under ¢ Assess certification results
configuration vulneralilities ard
maragement residud risk
+ Report resultsto
the program
manager, DAA,
and usr
representative
¢ Recommend risk
mitigation
measures
o Prepare fina
SSAA
+ Recanmend
accreditation type
Phas 4 UpdatelS to Review the SSAA Report
address Plase 3 Review proposed vulneralhility and
reported changes security incidents
vulneralhilities and Overses Report threatsto
paches under compliance misson
configuration validation environment
maragement Monitor C&A Review and updae
Report security integrity system
related changes to Decideto vulneralilities
the IS to the DAA reaccredt, Review and change
and user accredit, IATO, or, security pdicy and
representative if SSAA isno standards
Review and updae longer valid, Initiate SSAA
life cycle terminate system reviewif changes
maragement operations to threat a system
pdiciesard
standards
Resolve scuity
discrepancies
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APPENDIX E — DITSCAP TASK S

PHASE 1 — DEHNITION

Preparation

1-1

Review Docunentation

Obtain ard review daumentation (Busness Caseylissbn Needs &tenert,
System Specfications, Architecture ard Desgn Docurrents, UserMaruaks,
Openting Procedues,Network Diagrams, Configuration Managenent
Docunents, ThreatAnalysis, ard Federal ard Agercy or Service |A ard secuity
instructions and pdlicies)

Responsibility - Certifier

Produces — SSAA Outline

Regidration

1-2

1-5

Prepare the Sysem and Functional Description and Sysem Identification
Prepae anaccuete desciption of the system Define systemmisson, function,
capabilities, CONOPS, boundaties,criticalty, classficaion ard semitivity of dai@a
(classification, SCI, special handling requirements, type of information processed
ard secuity cleaarces equired by position held) ard the systemlife cycle.
Responsibility - User Representative

Produces— SSAA Section 1

Register the System - Certifier

Idertify the agenies anl individuak (DAA, Cettifier, Program Maneger ard user
represetative) involved n the C&A process ad deermine the curent status o
the system

Responsibility - Certifier

Produces— Notification to authorities of system satus

Prepare the Environment and Threat Desciption

Define the systemervironmert ard pdentia threas to the system  Opeting
environment security involves the facilit y security, physical security, administrative
security, personnel security, COMSEC requirements, TEMPEST rejuirements,
prevertive maintenance aml secuity training. Descibe the secuty strategy to be
used wiende\eloping, integrating ard maintaining the secuity of the gperating
ervironmert. Potential threas an their expeced fequery to the secuity of the
systemmust be idertified, the risk assoiated wih eachmust be evaluated ard
cost-effective caintermeasues nust be idertified b mitigate the risk.
Responsibility - Certifier

Produces — SSAA Section 2

Determine the System Security Requirements
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Idertify systemsecuity requirements kased am applcalle direcives, requirements
ard instructions. Determine the type d dat processed ahappicalle secuity
requirements. The secuity CONORS, TFM or Secuity Feaures Users Guide
(SFUG) should be included n the SSAA. Determine the retwork conneciion
rules, configuration managenent requirements, ard reaccedtations requirements.
Produce he RTM.

Responsibility - Certifier

Produces— SSAA Section 4

16  Prepare the System Architecture Desciption
Define the systemhardware, sdtware, firmware, interfaces dat flows amd the
accedtation boundaty.
Responsibility - Certifier
Produces— SSAA Section 3

1-7  Identify the C& A Organizations and the Resources Required
Idertify the argarizatons, resources training requirements, other supparting
organizations and individuds involved in the C& A process.
Regonsbility — Program Manager, DAA and User Represntative
Produces— SSAA Section 5

1-8 Tailor the DITSCAP and Prepare the DITSCAP Plan
Determine the appopriate cetification level ard adjstthe DITSCAP acivities to
the piogram strategy ard systemlife cycle. By exanining seen system
characteristics aml assaciating a weght (value) to each the required cetification
level is deermined. Tailor the DITSCAP by examining programmeétic
considerations, the secuity ervironmert ard the IS characteristics. Prepae the
DITSCAP planthat docunents the tailoring ard defnes the actvities required for
the C&A process.
Responsibility - Certifier
Produces— SSAA Section 6

19 Draft the SSAA
Certific ation team completes and assembles the SSAA document. This draft
SSAA isdelvered © the DAA, Cetifier, program manager ard userrepresemative
for review.
Regongbility — Cettifier or Program Manager
Produces— Draft Phase 1 SSAA

Negotation

1-10 Conduct Certification Requirements Review CRR)

DAA, Certifier, program manager ard user repreerative discuss system
functionality, secuiity requirements, level of effort ard the phmed C&A schedule.
Regonsbility — DAA, Certifier, Program Manager, User Represntative
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Produces— Agreenent regarding the level of effort and approach ©
implement secuity requirements

1-11 Edsablish Agreement on Level of Effort and Sthedule
Ensure that al represenetives agee o the level of effort and the scledule for the
C&A activities.
Regonsbility — DAA, Certifier, Program Manager, User Represntative
Produces — Ageenent of scheduled activities

1-12 Approve Fhase 1 SSAA
Ohtain the appoval of the DDA for Phase 1 SAA.
Regonsbility — DAA, Certifier, Program Manager, User Representative
Produces — Approved SSAA
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PHASE 2 — VERIFICATION

Refine the SSAA
Regongbility — Cettifier

Sydem Devebpment and Integration
Respongbility - Program Manage

Initial Certification Analysis

2-1  System Architecture Analysis
Verify that the systemard secuity architeciure metches the SSAA desciption of
the architecture. Complete the minimal security checklist for al levels of
cettification ard ary addtional evaluations for cetificaton levels 2-4.
Responsibility - Certifier
Produces — Sysem Architecture Analysis Summary Report containing:
1) record of findings
2) evalation of vulnerabilities discovered during evalations
3) summary of the anaysis level of effort
4) summary of tools used and results dotained
5) recommendations

2-2  Software, Hardware and Firmware Design Analysis

Assesshe sdtware, hardware ard firmware secuity architecture for compliance
with the requirements in the SSAA ard the secuity architeciure d the system
Complete the minimal secuity checkist ard ary addtional tasks assoated wih
cettification levels 2-4.
Responsibility - Certifier
Produces — Software, Hardware and Firmware Analysis Summary Report
containing:

1) record of findings

2) evalation of vulnerabilities discovered during evalations

3) summary of the anaysis level of effort

4) summary of tools used and results dotained

5) recommendations

2-3  Network Connection Rule Compliance Analysis

Evaluate connections to other systens ard/or networks to ersure that network ard
overall systemsecuity pdicies ae eriorced. Complete the mnimal secuity
checkist ard ary addtional tasks assoiated wih cetification levels 2-4.
Responsibility - Certifier
Produces — Network Compliance Summary Report containing:

1) record of findings

2) evalation of vulnerabilities discovered during evalations

3) summary of the anaysis level of effort
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2-5

2-6

2-7

4) summary of tools used and results dotained
5) recommendations

Integrity Analysis of Integrated Products
Evaluate the integration of al software, hardware and firmware to ensure
compliance wih the systemsecuity architecture ard that the integrity of each
produd is mantained. Complete the minimal security checklist and any additional
tasks assoated wih cettification levels 2-4.
Responsibility - Certifier
Produces — Integrated Produd Analysis Summary Report containing:

1) record of findings

2) evalation of vulnerabilities discovered during evalations

3) summary of the anaysis level of effort

4) summary of tools used and results dotained

5) recommendations

Life Cycle Managenent Analysis
Evaluate the ability of configuration management (CM) to preserve the integrity of
the identified security-relevant software and hardware. Complete the minimal
secuity checkist ard ary addtional tasks assoiated wih cettificaiion levels 2-4.
Respongbility — Certifier
Produces — Lfe Cycle Managenent Analysis Summary Report containing:
1) record of findings
2) evalation of vulnerabilities discovered during evalations
3) summary of the anaysis level of effort
4) summary of tools used and results dotained
5) recommendations

Security Requirements Validation Procedures

Prepae the wiitten requirements \alidation procedues b be used m Phase 36
validate canpliance wih the techical secuity requirements. Perform spediic
tasks assoiated wih the cetification level assgned b the systemas spedéied n
the DITSCAP Applicaion Marual

Regongbility — Cettifier

Produces — Cstomized Minimum Secuity ChecKist, Test Plans ard
Procedures

Vulnerability Assessmehn

Evaluate the security vulnerabilit ies with regard to confidentiality, integrity,
availabilit y and accauntability. Ensure that the recommended countermeasures to
defined threat ae appopriate to the level of risk assoiated wih the system
Complete the minimal secuity checkist ard ary addtional tasks assoated wih
cettification levels 2-4.

Regongbility — Cettifier
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Produces — Vulnerability Assessment Report

Analyze Resllts
Responsibility - Certifier
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PHASE 3 — VALIDATI ON

Refine SSAA
Responsibility - Certifier

Certification Evaluation of Integrated Sysem

3-1 Secuity Testand Evaluation (ST& E)

Validate the carectintegration of secuity measues b protectthe system
function as degned aml implemented n accadarce wih the SSAA. Complete
the mnimal secuity checkist ard ary addtional tasks assoiated wih cettificaton
levels 2-4. If the systemis going to be type accedted, a Cetification Test ard
Evaluation (CT&E) should occur at the central integration and test facilit y.
Responsibility - Certifier
Produces— ST&E Analysis Summary Report containing:

1) Record of findings

2) Evaluation of vulnerabilities discovered during evaluations

3) Summary of the anaysis level of effort

4) Summary of tools used and results obtained

5) Reconmendations

3-2  Penetration Testing

Assess the system’ s abilit y to withstand intentional attempts to circunvent system
security features by exploiting technical security vulnerabilities. Complete the
minimal secuity checkist ard ary addtional tasks assoiated wih cettificaton
levels 2-4.
Responsibility - Certifier
Produces — Penetr ation Testing Analysis Summary Report containing:

1) Record of findings

2) Evaluation of vulnerabilities discovered during evaluations

3) Summary of the anaysis level of effort

4) Summary of tools used and results obtained

5) Reconmendations

3-3 TEMPEST and RED-BLACK Verification
If TEMPEST isrequired, validate that the ste meet the TEMPEST ard RED-
BLACK requirements. Complete tasks assoiated wih cettificaiion levels 2-4.
Responsibility - Certifier
Produces— TEM PEST/RED-BLACK Analysis Summary Report containing:
1) Record of findings
2) Evaluation of vulnerabilities discovered during evaluations
3) Summary of the anaysis level of effort
4) Summary of tools used and results obtained
5) Reconmendations
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3-6

3-7

COMSEC Compliance Veiification
If COMSEC isrequired, validate that the appopriate NSA appoved COMEC is
in use amd appoval has beengrarnted. Ensure that COMSEC key managenent
procedues ae in place. Complete tasks assoiated wih cettification levels 2-4.
Responsibility - Certifier
Produces — COM SEC Analysis Sunmary Report containing:

1) Record of findings

2) Evaluation of vulnerabilities discovered during evaluations

3) Summary of the anaysis level of effort

4) Summary of tools used and results obtained

5) Reconmendations

Sydem Managenent Analysis
Validatke that the systemsecuity managenent procedues ae in place,operational
ard efecive. CM pdicies nmust consider secuity implications in the accedted
systembaselne am operational concept Complete the minimal secuity checkist
ard ary addtional tasks assoated wih cetification levels 2-4.
Regongbility — Cettifier
Produces — Sysem Managament Analysis Summary Report containing:

1) Record of findings

2) Evaluation of vulnerabilities discovered during evaluations

3) Summary of the anaysis level of effort

4) Summary of tools used and results obtained

5) Reconmendations

Site Accreditation Survey
Validate that the ste operation of the IS is accanplished as deounented n the
SSAA to deermine i it poses ap unaccepéble risks b the information being
processed.Complete the minimal secuity checkist ard ary addtional tasks
asseiated wih cettificaton levels 2-4.
Responsibility - Certifier
Produces — Site Accreditation Survey Analysis Summary Report containing:
1) Record of findings
2) Evaluation of vulnerabilities discovered during evaluations
3) Summary of the anaysis level of effort
4) Summary of tools used and results obtained
5) Reconmendations

Contingency Ran Evaluation

Evaluate the caitingercy, backup ad continuity of service phrs to ersure they are
consistent with the requirements idertified n the SSAA ard that they provide
rea®nake continuity of IS suppat if everts occurthat prevert normal operations.
Complete the minimal secuity checkist ard ary addtional tasks assoated wih
cettificaton levels 2-4.

Responsibility - Certifier
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Produces — Contingency Plan Analysis Summary Report containing:
1) Record of findings
2) Evaluation of vulnerabilities discovered during evaluations
3) Summary of the anaysis level of effort
4) Summary of tools used and results obtained
5) Reconmendations

3-8 Risk Managenent Review

Analyze e overall systemsecuity desgnto deermine if countermeasues ae
adeguae to limit the probabilit y of loss or the impact of loss is reduced to an
acceptble level. Complete the minimal secuity checkist ard ary addtional tasks
asseiated wih cettificaton levels 2-4.
Responsibility - Certifier
Produces — Risk Management Analysis Summary Report containing:

1) Record of findings

2) Evaluation of vulnerabilities discovered during evaluations

3) Summary of the anaysis level of effort

4) Summary of tools used and results obtained

5) Reconmendations

Accreditation Recommendation
Responsibility - Certifier

Accreditation Decikion
Regonsbility - DAA
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PHASE 4 — FOST ACCREDITATI ON

System Operations

Secuity Operations

4-1

4-2

SSAA Maintenance

Updake the SSAA wherewer ary charge accurs to the systemmisson, threat
operating ervironmert, secuity architecture a operating procedue. Charges ae
submitted to the DAA, program manager ard user represerative for appioval.
Respongbility — User Representative, ISSO

Produces — A revised SSAA

Physical, Personnd and Managanent Control Review
Review plysical personnel ard managenent controls to ersure continued
compliance wih the SSAA ard to ersure they pose ro uraccepable risks o the
information being processed. Complete the minimal security checklist and any
addtional tasks assoated wih cetificaton levels 2-4.
Respongbility — User Representative, ISSO
Produces - Physical, Personnd and Managanent Control Review Sunmary
Report containing:

1) Record of findings

2) Evaluation of vulnerabilities discovered during evaluations

3) Summary of the anaysis level of effort

4) Summary of tools used and results obtained

5) Reconmendations

TEMPEST Evaluation
Validate that the equpment ard sie continue b meetTEMPEST ard RED-
BLACK requirements, if appiopriate. Complete tasks assoiated wih cettification
levels 2-4.
Respongbility — User Representative, ISSO
Produces— TEM PEST Evaluation Summary Report containing:

1) Record of findings

2) Evaluation of vulnerabilities discovered during evaluations

3) Summary of the anaysis level of effort

4) Summary of tools used and results obtained

5) Reconmendations

COMSEC Compliance BEvaluation

Validate that COMSEC appoval has keengraried, appoved keymanagenent
proceduescontinue © be used anl that COMSEC continuesto suppat the
requirements ard ageenerts in the SSAA. Complete tasks assoiated wih
cettificaton levels 2-4.

Respongbility — User Representative, ISSO
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4-5  Contingency Plan Maintenance
Periodicaly review cattingercy plars to ersure that they remain current ard
continue  provide ra®nalde continuity of 1S suppat whenewerts occur that
prevert normal operations. Complete the mnimal secuity checkist ard ary
addtional tasks assoated wih cetificaton levels 2-4.
Respongbility — User Representative, ISSO
Produces - Contingency Plan Maintenance Summary Report containing:
1) Record of findings
2) Evaluation of vulnerabilities discovered during evaluations
3) Summary of the anaysis level of effort
4) Summary of tools used and results obtained
5) Reconmendations
4-6  Configuration Managenent
Assess mposed clamges b the accedied swtemto ersure that anaccepable
level of residud risk is mantained. Complete tasks associated with certification
levels 1-4.
Respongbility — User Representative, ISSO
Produces - Configuration Managenent Summary Report containing:
1) Record of findings
2) Evaluation of vulnerabilities discovered during evaluations
3) Summary of the anaysis level of effort
4) Summary of tools used and results obtained
5) Reconmendations
4-7  Risk Managenent Review
Review the overall systemsecuity desgn, architecture, ard other SSAA
requirements agamnst the canceptof operations, operationa ervironment, ard
threats to ensure that risk to confidentiality, integrity, availabilit y, or accauntabilit y
of the information ard systemremains accemble. Complete the nminimal secuity
checkist ard ary addtional tasks assoiated wih cetification levels 2-4.
Respongbility — User Representative, ISSO
Produces — Updated SSAA and a Rsk Managenent Review Summary
Report containing:
1) Record of findings
2) Evaluation of vulnerabilities discovered during evaluations
3) Summary of the anaysis level of effort
4) Summary of tools used and results obtained
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Produces — COM SEC Compliance Evaluation Summary Report containing:
1) Record of findings
2) Evaluation of vulnerabilities discovered during evaluations
3) Summary of the anaysis level of effort
4) Summary of tools used and results obtained
5) Reconmendations



5) Reconmendations

4-8  Compliance Valdation

Ensure that the canterts of the SSAA adequadly addess he functional
ervironment into which the IS hes keenplaced ad that the IS complies with the
SSAA. This task should repesat dl applicable Phase 2 and 3 tasks. Complete the
minimal secuity checkist ard ary addtional tasks assoiated wih cettification
levels 2-4.
Regonsibility — Cettifier, ISSO, DAA
Produces - Compliance Validation Summary Report containing:

1) Record of findings

2) Evaluation of vulnerabilities discovered during evaluations

3) Summary of the anaysis level of effort

4) Summary of tools used and results obtained

5) Reconmendations
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APPENDIX F — SSAA OUTLI NE

10 MISSION DESCRIPTION AND SYSTEM IDENTIFICATION
1.1 SystemNane ard Identificaion
1.2 SystemDegription
1.3 Functional De<ription
1.3.1 System Capabilit ies
1.3.2 SystemCiriticalty
1.3.3 Classfication and Semitivity of Data Procesed
1.3.4 SystemUserDesciption ard Cleaiarce Levels
1.35 Life Cycle d the System
1.4 System CONOPS Summary

20 ENVIRONMENT DESCRIPTION
2.1 Opemting Environment
2.1.1 Facility Description
2.1.2 Physical Secuity
2.1.3 Administrative Issues
2.1.4 Pewsonnel
2.15 COMSEC
2.16 TEMPEST
2.1.7 Maintenance Pocedues
2.1.8 Training Phrs
2.2 Software Development and Maintenance Environment
2.3 ThreatDegription

30 SYSTEM ARCHITECTURAL DESCRIPTION
3.1 SystemArchitecture Desciption
3.2 SystemInterfaces ad External Conneciions
3.3 Data How
3.4 Accredtation Boundary

40 SYSTEM SECURITY REQUIREMENTS
4.1 National ard DoD Secuity Requirements
4.2 Governing Secuity Requisites
4.3 Data Secuity Requirements
44 Secuity CONORS
4.5 Network Connecion Rules
4.6 Configuration Managenent Requirements
4.7 Reaccedtation Requrements

50 ORGANIZATIONS AND RESOURCES
5.1 Orgarnzatons
5.2 Resources
5.3 Training
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5.4 Other Suppating Orgarizaions

6.0 DITSCAP PLAN

6.1 Tailoring Factors

6.1.1 Programmaic Considerations

6.1.2 Secuity Environment

6.1.3 IS Characteristics

6.1.4 Reuse o Previoudy Approved Sdutions

6.2 Tasks ard Milestones
6.3 Scledule Sunmary

6.4 Levd of Effort

6.5 Roles and Responsihilities

AP1.1.2 Apperdices Appertices sbuld include sgtem C&A attifacts. Optional
apperlices nay be added & meetspediic needs. Include al docuentation that is
relevant to the C& A process.

Appendix A
Appendix B
Appendix C
Appendix D
Appendix E
Appendix F
Appendix G
Appendix H
Appendix |

Appendix J
Appendix K
Appendix L
Appendix M
Appendix N
Appendix O
Appendix P
Appendix Q
Appendix R
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Acronyms

Definitions

References

System Conceptof Opeations

Information System Secuiity Policy

Secuiity Requrements ard/or Requiements Tracealiit y Matrix
Cettificaton Test ard Evaluation Planard Procedues Type aly)
Secuiity Test ard Evaluaion Planard Procedues

Applicable SystemDewelopmert Artifacts a System
Documentation

SystemRues o Behavior

Incident Respnse Ran

Contingency Plans

Personnel Controls ard Techical Secuiity Controls
Memoranduns o Agreenen — SystemInterconnect Agreenerts
Secuiity Educaton, Training, ard Awareress Pan

Test ard Evaluation Report(s)

Resdud Risk Assessmart Resuts

Cettificaion ard Accredtation Statenrerts
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APPENDIX G - ACRONYM S

AlS — Automated Information System

ASAP — Assoon as possible

C&A — (Secuiity) Cettificaion ard Accredtation

CM — Configuration Management

COMSEC — Canmunications Secuiity

CONORS — Caceptof Opeations

CRR —Cettification Requirements Revew

CT&E — Cetificaton Test ard Evaluation

DAA — Desgnated Approving Authority

DITSCAP — Depatment of Defense Information Technology Secuiity Cettification ard
Accredtation Process

DMSO — Deénse Modeing ard Simulation Office

DoD — Depatment of Defense

FCM — Federation Concepual Model

FEDEP — Federation Dewelopmert ard Execufion Process

FEPW — Federation Execution Planners Workbook

FOM — Federation Olject Model

FSP — lederation Security Process

FSS — Federation Scerario Specficaton

HLA — High Level Architecture

IA — Information Assurance

IATO — Interim Authority to Operate

IS —Information System

ISSO — Information System Secuiity Officer

LAN — Local Area Netvork

MSRR — Modelng ard Simulation Resource Repository

NIPRNET - Unclassiied (put Sensitive) Internet Protocol Routing Netvork
NISTISSC - National Seculity Telecanmunicaions ard Information Systens Secuiity
Committee

NSTISSI - National Secuiity Telecanmunicatons ard Information Systens Secuiity
Instruction

NIACAP - National Information Assuance Cetificaion ard Accredtation Process
OMT - object modd template

ROB —Rues d Behavior

RTI — Runtime Infrastructure

RTM — Requiements Tracealiity Matrix

SFUG — Scuity Feaures Users Guide

SIPRNET — Secret Internet Protoml Routing Network

SOP — S4rdard Opeating Piocedue

SSAA - System Secuiity Authorization Agreenernt

ST&E — Scuity Test ard Evaluaiion

TFM — Truged Facilities Manud

VV&A — Verification, Validation and Accreditation
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